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Abstract— Electrocardiogram (ECG) signals have emerged
as a reliable biometric modality because of their physiological
origin, inherent liveness characteristics, and resistance to
forgery attacks. However, conventional ECG-based
authentication systems commonly rely on fixed-length heartbeat
segmentation, which may distort signal morphology or discard
relevant temporal information when cardiac-cycle duration
varies. To address this limitation, this paper proposes
ECGAuthNet, a convolutional neural network architecture
designed to process variable-length ECG signals without
requiring strict input-length normalization. The proposed
framework combines R-peak-centered adaptive segmentation
with Segment-Based Max Pooling to extract fixed-dimensional,
identity-specific representations while preserving the natural
temporal variability of ECG waveforms. ECGAuthNet was
evaluated using the publicly available ECG-ID dataset.
Experimental results show that the proposed approach achieved
a closed-set identification accuracy of 97.6% and an Equal
Error Rate of 1.9%, outperforming the evaluated fixed-length,
cropping-and-padding, and resampling baselines under the
considered experimental conditions. The results indicate that
variable-length ECG processing can provide effective subject
discrimination while avoiding the information loss associated
with conventional fixed-length preprocessing. The main
contribution of this work is a flexible ECG biometric-
authentication framework capable of handling variable-
duration cardiac segments and producing fixed-dimensional

representations suitable for identity classification and
verification.
Keywords— ECG biometrics, biometric authentication,

convolutional neural network, deep learning, variable-length
input, physiological biometrics.

I. INTRODUCTION

Biometric authentication has become an essential
component of modern security systems, providing reliable
identity verification based on physiological and behavioral
characteristics. Traditional biometric modalities, such as
fingerprint, face, iris, and voice recognition, have been
widely deployed in access control, financial security, and
mobile authentication systems [1]. However, these external
biometric traits are vulnerable to spoofing attacks,
replication, and presentation attacks, which raise significant
security and privacy concerns. Furthermore, some modalities
lack intrinsic liveness detection, making them less suitable for
high-security applications [2].

Electrocardiogram (ECG) signals have emerged as a
promising biometric modality due to their intrinsic
physiological origin, uniqueness, and inherent resistance to

forgery. ECG signals are generated by the electrical activity
of the heart and consist of characteristic waveform
components, including the P wave, QRS complex, and T
wave, which represent different stages of cardiac electrical
activity. These waveform components exhibit distinctive
morphological and temporal patterns for each individual
while maintaining relative consistency over time [3]. A
typical ECG waveform and its main components are
illustrated in Fig. 1. Since ECG signals can only be acquired
from a living subject and are difficult to replicate externally,
they provide a high level of security and reliability for
biometric authentication.

Fig. 1. ECG waveform

Traditional ECG biometric authentication methods
typically involve preprocessing, feature extraction, and
classification stages using handcrafted features derived from
ECG morphology and temporal characteristics. Conventional
machine learning techniques, such as support vector
machines (SVM), k-nearest neighbors (KNN), and linear
discriminant analysis (LDA), rely heavily on manual feature
engineering and often require fixed-length ECG segments.
However, due to natural physiological variability, cardiac
cycle durations vary between and within individuals, making
fixed-length segmentation approaches prone to information
loss, distortion, and reduced authentication robustness [4].

Recent advances in deep learning, particularly
convolutional neural networks (CNNs), have significantly
improved the performance of ECG biometric authentication
systems by enabling automatic extraction of discriminative
features directly from raw signals [5]. CNN-based methods
eliminate the need for manual feature engineering and can
learn hierarchical feature representations from ECG signals.
However, many existing CNN-based approaches still require
fixed-length input signals, which introduces preprocessing
constraints such as truncation, padding, or resampling. These
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operations may degrade signal quality and reduce the
discriminative power of extracted features [6].

To address these limitations, this paper proposes a
convolutional neural network architecture designed for ECG-
based biometric authentication using variable-length input
signals. The proposed approach enables direct processing of
ECG signals with varying temporal lengths, preserving the
natural variability of cardiac signals while improving feature
extraction robustness. By eliminating the requirement for
fixed-length input normalization, the proposed method
enhances the flexibility and practical applicability of ECG-
based biometric authentication systems.

The remainder of this paper is organized as follows.
Section Il reviews related work on ECG-based biometric
authentication.  Section Il presents the proposed
methodology. Section IV reports and discusses the
experimental results. Section V presents the limitations and
future research directions. Section VI concludes the paper,
and Section VII provides information about source-code
availability.

1. LITERATURE REVIEW

Electrocardiogram (ECG)-based biometric authentication
has been extensively investigated due to its intrinsic
physiological origin, uniqueness, and resistance to spoofing
attacks. Early authentication systems relied on handcrafted
feature extraction from fiducial points of the ECG waveform,
including temporal intervals, amplitudes, and morphological
characteristics. Rabhi et al. demonstrated the feasibility of
ECG biometrics using Hermite Polynomial Expansion and
Hidden Markov Models, achieving recognition accuracy of
approximately 98% on the MIT-BIH dataset [7]. Similarly,
Rezgui et al. reported identification accuracy exceeding
97.1% using temporal and morphological features with HMM
classifiers [8]. Ingale et al. achieved authentication accuracy
of 96% and an Equal Error Rate (EER) below 1.01% using
fiducial-based template matching on the PhysioNet QT
database [9]. These results confirmed the potential of ECG
signals for biometric authentication, although performance
depended heavily on accurate fiducial detection and
handcrafted feature design. Machine learning approaches
were later introduced to improve classification robustness and
automation. Support Vector Machine (SVM) classifiers
demonstrated strong performance, achieving authentication
accuracy of 94.6% on multi-subject datasets. Random Forest
and K-Nearest Neighbors classifiers achieved identification
accuracy above 97% in continuous authentication scenarios
[10]. Wavelet-based feature extraction methods further
improved performance, with reported authentication
accuracy of 93.52% using Empirical Mode Decomposition
and HMM classifiers [11]. Despite these advances, traditional
machine learning methods remained limited by their reliance

on handcrafted features and fixed-length  signal
preprocessing.

The introduction of deep learning, particularly
convolutional neural networks (CNNSs), significantly

improved ECG authentication performance by enabling
automatic feature extraction. CNN-based architectures
achieved authentication accuracy exceeding 96%, with
several studies reporting accuracy between 97.08% and

95.84% across datasets such as MIT-BIH, PTB, and ECG-ID
[12]. Xu et al. demonstrated that CNN models outperform
traditional ~ feature-based  approaches by learning
discriminative representations directly from raw ECG signals
[13]. Hybrid CNN-LSTM architectures further improved
performance by modeling temporal dependencies, achieving
authentication accuracy between 94.5% and 98.1%. Self-
supervised CNN models have also achieved authentication
accuracy above 96.15% on large-scale ECG datasets [14].
Recent studies have explored adaptive and variable-length
input architectures to improve robustness. Spatial pyramid
pooling and adaptive feature extraction methods enabled
CNN models to process variable-length ECG signals while
maintaining high accuracy. Siamese network architectures
achieved authentication accuracy between 96% and 98%,
demonstrating strong identity discrimination capability [15].
However, many existing approaches still rely on fixed-length
preprocessing or have limited validation across diverse
physiological conditions.
These limitations highlight the need for adaptive deep
learning architectures capable of directly processing variable-
length ECG signals while maintaining high authentication
accuracy and robustness. To address this challenge, this paper
proposes ECGAuthNet, an adaptive convolutional neural
network architecture designed for reliable ECG-based
biometric authentication using variable-length.

I1l. METHODS

A. Proposed Model

Our study proposes a deep learning-based ECG biometric
authentication framework capable of processing variable-
length ECG signals without requiring fixed-length
normalization. The proposed framework consists of four
main stages: signal preprocessing, adaptive segmentation,
deep feature extraction using the proposed ECGAuthNet
architecture, and identity classification, as shown in Fig. 2.

=
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Fig. 2. Overview of the proposed ECG biometric

authentication framework

B. Data Preprocessing

First, raw ECG signals are preprocessed to remove noise
and improve signal quality. Next, ECG signals are segmented
based on detected R-peaks to extract meaningful cardiac
cycles while preserving natural temporal variability. The
segmented ECG signals are then passed to the proposed
convolutional neural network (ECGAuthNet), which
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automatically extracts discriminative biometric features. To
handle variable-length inputs, a segment-based adaptive
pooling mechanism is applied to convert feature maps into
fixed-dimensional feature vectors. Finally, the extracted
features are fed into a fully connected layer for biometric
authentication. This framework enables robust feature
extraction while preserving the intrinsic temporal
characteristics of ECG signals, improving authentication
reliability.

ECG signals are often affected by noise, including baseline
drift and high-frequency interference. To improve signal
quality, wavelet transform-based denoising is applied. This
method decomposes ECG signals into frequency components
and removes noise while preserving important morphological
features. A comparison between raw and denoised ECG
signals is shown in Fig.3 demonstrating effective noise
reduction and improved signal clarity.

3 Signal
My y‘"g
g N g \‘l

Y Vg Wy, 4 Y,

Fig. 3. ECG signals before and after wavelet-based denoising

C.Adaptive ECG Signal Segmentation

Accurate segmentation of ECG signals is essential for
biometric authentication. In this study, ECG segmentation is
performed using detected R-peaks as reference points. Unlike
fixed-length segmentation methods, which may introduce
distortion [16], the proposed approach extracts variable-
length ECG segments centered on each detected R-peak
while preserving the ECG morphology of the corresponding
cardiac cycle.

The segmentation interval is defined based on the temporal
distance between adjacent R-peaks. Let Ri denote the current
R-peak location, Ri—1 and Ri+1 denote the previous and next
R-peaks, and f represent the sampling frequency. The

segmentation interval Ti is defined as:
Riy1 — Ry
li= === ()

where A represents the average duration of the QRS
complex. In this study, A was set to 0.10 s. The complete
interval from Ri—1 to Ri+1 may include portions of the
neighboring QRS complexes. Therefore, A is subtracted to
shorten the total segmentation window and reduce the
inclusion of these neighboring QRS components.

The resulting segment is centered on the current R-peak Ri,
and its starting and ending sample indices are calculated as:

fn
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Consequently, subtracting A shortens the segment by
approximately A/2 at each boundary. It does not remove the

QRS complex associated with the current heartbeat; instead,
it reduces the inclusion of portions of the preceding and
following QRS complexes while preserving the ECG
morphology surrounding the current R-peak.

A comparison between continuous ECG signals, fixed-
length  segmentation, and adaptive variable-length
segmentation. As shown in Fig. 4, adaptive segmentation
preserves complete cardiac cycles and avoids distortion
introduced by fixed-length truncation.
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Fig. 4. lllustration of adaptive ECG segmentation based on R-
peak detection

The physiological structure of ECG signals and the
temporal relationships between waveform components are
illustrated in Fig.5. These waveform components contain
important  discriminative  information  for  biometric

authentication.

O )
Fig. 5. ECG waveform components

D. Proposed ECGAuthNet Architecture

To effectively extract discriminative features from
variable-length ECG signals, this study proposes an improved
convolutional neural network architecture referred to as
ECGAuthNet. The proposed architecture is specifically
designed to process ECG signals of varying temporal length
without requiring fixed-length input normalization. The
architecture consists of convolutional layers, pooling layers,
an adaptive feature aggregation module, and a fully
connected classification layer. The convolutional layers
extract hierarchical feature representations from ECG signals,
capturing both local morphological features and global
temporal patterns.

As illustrated in Fig. 6, the ECG signal is divided into
physiologically meaningful segments centered around the R-
peak. The extracted features are then processed using
convolutional and pooling layers to generate discriminative
feature representations. To ensure compatibility with the fully
connected layer, feature maps must have fixed

102



International Journal of Open Information Technologies ISSN: 2307-8162 vol. 14, no. 9, 2026

dimensionality. However, since input ECG signals have
variable length, a specialized adaptive pooling mechanism is
introduced.
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Fig. 6. Architecture of the proposed ECGAuthNet model

To improve reproducibility, Table 1 provides the complete
architectural specification of the proposed ECGAuthNet. The
network consists of three convolutional blocks followed by
the Segment-based Max Pooling (SMP) module and two fully
connected layers. Each convolutional block applies a 1-D
convolution, Batch Normalization, ReLU activation, and
Max Pooling. Dropout with rate 0.5 is applied after the first
fully connected layer to mitigate overfitting. The final
classification layer uses a SoftMax activation to produce
identity probabilities over subjects.

Table 1. ECGAuthNet Architectural Parameter Specification

Kernel
/ Pool
Size

Layer Type Filters Activation

Variable-
length 1-D — — —
ECG
1-D
Convl Convolution 32 5 o
— Activation — —
— Max Pooling — 2 —
1-D
Convolution
— Activation — —
— Max Pooling — 2 —
1-D
Convolution
— Activation — —
— Max Pooling — 2 —
Segment-
based
Adaptive — — —
Max Pooling
(m=28)
Fully
Connected

Input

SMP

FC1 256 —

FC2 Fully 90 (#

(Ou)t PUt | Connected sut;j)ect o

RelLU

Softmax

E. Segment-Based Adaptive Max Pooling (SMP)

To handle variable-length feature maps efficiently, a
Segment-based Max Pooling (SMP) module is proposed. The
SMP module converts variable-length feature maps into
fixed-dimensional feature vectors while preserving important
discriminative features.

Given an input feature map of length n, the SMP module
divides the feature map into m segments. If necessary,
padding is applied to ensure equal segment lengths. The
padding size is defined as:

[%]m— n+1

2

Padding = @)

The implementation of the SMP module is illustrated in
Fig.7. This adaptive pooling mechanism enables the proposed
ECGAuthNet architecture to process variable-length ECG
signals without requiring signal truncation or resampling.

Fig. 7. Segment-based adaptive max pooling mechanism for
converting variable-length feature maps into fixed-
dimensional feature vector.

F. Authentication and Classification

The extracted feature vectors are fed into a fully connected
classification layer, which performs biometric authentication
by identifying individuals based on their ECG features. The
CNN automatically learns discriminative identity-specific
features during training, eliminating the need for manual
feature engineering. By enabling direct processing of
variable-length  ECG signals, the proposed framework
improves authentication robustness, preserves signal
integrity, and enhances real-world applicability.

IV. RESULTS

The proposed ECGAuthNet authentication framework was
evaluated using the ECG-ID dataset, which contains ECG
recordings from 90 subjects. The dataset was divided into
training, validation, and testing sets with proportions of 80%,
10%, and 10%, respectively. The model was trained using the
Adam optimizer with a learning rate of 0.001 and cross-
entropy loss.

The proposed model achieved an authentication accuracy
of 97.6%, demonstrating its ability to extract discriminative
identity-specific features from ECG signals. The high
accuracy confirms the effectiveness of the proposed variable-
length input architecture and adaptive pooling mechanism in
preserving important biometric information.
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To evaluate the effectiveness of the proposed variable-
length  ECGAuthNet architecture, its performance was
compared with conventional fixed-length input strategies,
including fixed temporal windows, cropping and padding,
and signal resampling. For a fair comparison, all methods
were trained and evaluated using the same training,
validation, and test partitions.

For the crop-and-padding baseline, ECG segments longer
than 1.0 s were center-cropped around the detected R-peak,
whereas segments shorter than 1.0 s were symmetrically zero-
padded at both boundaries until a fixed length of 500 samples
was reached. Since the ECG-ID signals were sampled at 500
Hz, 500 samples corresponded to a duration of 1.0 s. Zero
padding was used only outside the available ECG segment
and did not replace samples within the original waveform.

Table 2. Authentication accuracy comparison between fixed-
length input and proposed ECGAuthNet method on ECG-1D
dataset

Input-processing Input Accuracy
Method strategy Type (%)
Fixed Length | R-peak-centered
CNN fixed 0.8s 97.1
Fixed Length | R-peak-centered
CNN fixed 10s 97.4
Centre cropping 1.0s/
Crop _and and symmetric 500 97.3
Padding ;
zero padding samples
. 1.0s/
Resampling Temporal
. 500 954
Method resampling
samples
Proposed Variable-length
processing with | Variable 97.6
ECGAuthNet adaptive SMP

To provide a standardized biometric evaluation metric, the
Equal Error Rate (EER) was computed from the ROC curve
of the proposed ECGAuthNet model. The EER corresponds
to the operating threshold at which the False Acceptance Rate
(FAR) and the False Rejection Rate (FRR) are equal (FAR =
FRR), and represents the optimal trade-off point between
authentication security and user convenience. The proposed
ECGAuthNet achieves an EER of 1.9% on the ECG-ID
dataset, confirming strong discriminative performance as
shown in Table 3.

Table 3. Comparison with previously reported ECG
biometric verification results.

Study Dataset or evaluation EER (%)
scope
Rezgui et al. Cross-session, in-house 5.50
[7] ECG database '
Inqale et al Average across multiple
g ' ECG datasets and 1,694 2.11
[8] subj
jects
Proposed .
ECGAUthNet ECG-ID, variable length 1.9

The EER obtained by the proposed model is consistent
with the difficulty of the ECG-ID dataset, which contains an
unequal and relatively limited number of recordings per
subject under different acquisition session, and is competitive
with deep learning baselines.

The proposed ECGAuthNet achieved the highest accuracy,
demonstrating the advantage of preserving variable-length
signal characteristics. The training and validation accuracy
curves are shown in Fig. 8.

)

Fig. 8. Training and validation accuracy and loss curves of
the proposed ECGAuthNet model

The model converges steadily and achieves stable
performance without significant overfitting. The validation
accuracy closely follows the training accuracy, indicating
good generalization capability. To further evaluate
authentication performance, a confusion matrix was
generated for the ECG-ID dataset.

Confusion Matrix for ECG Authenticatior
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Fig. 9. Confusion Matrix of the proposed model

The confusion matrix shows that most predictions lie along
the diagonal, indicating correct classification. Only a small
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number of misclassifications are observed, confirming the
effectiveness of the proposed model in distinguishing
between individuals.

To evaluate the contribution of the proposed adaptive
pooling mechanism, its authentication accuracy was
compared with standard and conventional max-pooling
approaches, as shown in Table 4.

Table 4. Feature extraction performance comparison between
CNN and ECGAuthNet

Feature Accuracy

Method Input Type Handling %)
CNN Fixed Length | Standard

. 97.2
Pooling

CNN Fixed Length Ma_x 973
Pooling

Proposed Variable Adaptive 976

ECGAuthNet Length SMP '

This demonstrates that the proposed adaptive pooling
mechanism improves feature extraction effectiveness.

To further evaluate the authentication performance of the
proposed ECGAuthNet model, the Receiver Operating
Characteristic (ROC) curve was analyzed. The ROC curve
illustrates the trade-off between the True Positive Rate (TPR)
and False Positive Rate (FPR) at different classification
thresholds and provides a comprehensive assessment of the
model’s discriminative capability [17]. The Area Under the
ROC Curve (AUC) is used as a quantitative measure of
classification performance. A higher AUC value indicates
better separability between classes and improved
authentication reliability. The ROC curve of the proposed
ECGAuthNet model on the ECG-ID dataset is shown in Fig.
10. The model achieves a high AUC value, confirming its
effectiveness in distinguishing between individuals based on
ECG signals. This result demonstrates that the proposed
architecture provides strong discriminative performance and
reliable biometric authentication.

ROC Curve for CCG Dometric Verfication

1945
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Fig. 10. ROC curve of the proposed authentication model

The experimental results demonstrate that the proposed
ECGAuthNet architecture provides robust biometric
authentication performance using variable-length ECG
signals. Unlike conventional methods that require fixed-
length input preprocessing, the proposed approach preserves
intrinsic temporal characteristics of ECG signals.

To assess the practical applicability of the proposed
adaptive approach in real-time authentication scenarios, the
average per-sample inference time was measured for both the
fixed-length baseline and the proposed ECGAuthNet across
all test samples. Measurements were averaged over 1,000
forward passes on the test set using an Intel Core i7-11800H
CPU and NVIDIA RTX 3060 GPU. As shown in Table 5, the
proposed ECGAuthNet exhibits a slightly higher average
inference time compared to the fixed-length baseline due to
the variable-length input processing and the SMP
computation. Although the proposed model introduced a
small computational overhead, both CPU and GPU inference
times remained substantially shorter than the approximately
1.0 s signal-acquisition window used in the fixed-length
baseline. These results support the near-real-time
applicability of ECGAuthNet under the evaluated hardware
conditions.

Table 5. Computational performance comparison between
fixed-length and variable-length ECG

Avg. Avg.
Inference Inference
Method Input Type Time — Time —
CPU (ms) GPU (ms)
Fixed-Length .
CNN (10's) Fixed 183+1.2 3.1+04
Proposed .
ECGAuthNet Variable 20.7 £ 3.8 3609
V.LIMITATIONS AND FUTURE WORK
Despite the promising authentication performance

achieved by the proposed ECGAuthNet framework, several
limitations should be acknowledged.

First, the experimental evaluation was limited to the ECG-
ID dataset and did not include a dedicated assessment under
severe motion artifacts or ambulatory recording conditions.
In practical wearable and mobile applications, ECG signals
may be affected by physical movement, changes in electrode—
skin contact, electrode displacement, muscle activity, and
environmental interference. Such disturbances may reduce R-
peak detection accuracy and alter the morphological
characteristics used for biometric recognition. Therefore, the
robustness of the proposed adaptive segmentation and
classification framework under different levels of motion-
induced noise remains to be investigated.

Second, the current evaluation does not address the long-
term stability of ECG biometric templates. ECG morphology
may change over time because of aging, variations in physical
condition, medication, cardiovascular status, stress, and other
physiological factors. These changes may affect waveform
characteristics such as the P-wave duration, PR interval, QRS
width, and QT interval. Because the available recordings do
not provide long-term longitudinal observations spanning
several years, the influence of template aging and temporal
ECG drift on authentication performance could not be
evaluated.

Third, the reliability of the proposed system may depend
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on the number and quality of valid cardiac cycles available
during authentication. Short acquisition intervals, inaccurate
R-peak detection, bradycardia, arrhythmia, or extensive
signal corruption may result in only one or two usable beat-
centered segments. The performance of ECGAuthNet under
such limited-beat conditions has not been separately
analyzed. A small number of valid cycles may provide
insufficient identity-specific information and may increase
the variability of the authentication decision.

Future work will focus on addressing these limitations by
extending the evaluation to ambulatory and wearable ECG
datasets containing motion artifacts and different recording
conditions. Longitudinal experiments will also be conducted
to investigate template aging and temporal ECG variability.
In addition, a signal-quality assessment mechanism and a
minimum-beat acceptance criterion will be introduced to
reject authentication samples containing an insufficient
number of reliable cardiac cycles. Future research will also
examine adaptive template-update and periodic re-enrolment
strategies to accommodate gradual physiological changes.
Finally, multi-lead ECG analysis and multimodal fusion with
photoplethysmogram (PPG) signals will be investigated to
improve authentication reliability when single-lead ECG
quality is degraded.

VI. CONCLUSION

This paper proposed ECGAuthNet, a convolutional neural
network architecture for ECG-based biometric authentication
using variable-length signals. The proposed framework
combines adaptive R-peak-centered segmentation with a
Segment-Based Max Pooling mechanism, enabling ECG
signals of different temporal lengths to be processed without
conventional fixed-length truncation or resampling.
Experimental evaluation on the ECG-ID dataset
demonstrated a closed-set identification accuracy of 97.6%
and an Equal Error Rate of 1.9%. These results indicate that
the proposed approach can effectively extract identity-
specific information while preserving the natural temporal
characteristics of ECG signals and maintaining strong
verification performance. The proposed ECGAuthNet model
outperformed the evaluated fixed-length segmentation,
cropping-and-padding, and resampling approaches under the
experimental conditions considered in this study. Although
these results demonstrate the potential of variable-length
ECG processing for biometric authentication, further
validation is required before deployment in unconstrained
real-world environments. In particular, future evaluation
should consider motion artifacts, longitudinal physiological
changes, limited-beat samples, R-peak detection errors, and
more diverse subject populations.

VIl. CODE AVAILABILITY

The complete source code, including the ECGAuthNet
architecture, preprocessing pipeline, adaptive segmentation
module, training scripts, and evaluation utilities, is publicly
available at [18].
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